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Average Cost of Data Breach: $214 Per 
Compromised Record; $7.2 Million Per Event 

5 



Annual Cost of Online Bank Fraud: 
$1,000,000,000 

6 

Bloomberg, Aug 4, 2011: http://www.bloomberg.com/news/2011-08-04/hackers-take-1-billion-a-year-
from-company-accounts-banks-won-t-indemnify.html 



Financial Fraud and Identity Theft Up 19% in 
2011 

543,323,607 
Financial Records Reported Breached 

January 10, 2005 – December 31, 2011 

These count only reported breaches. They count neither 
(1) discovered but unreported breaches nor 

(2) undiscovered breaches. 
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State-Sponsored Intellectual Property Theft: 
Death by a Thousand Cuts 
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Cyber Crime Bigger Than Drug Trade? 
9 

Cyber crime now bigger than the drugs trade 

Says cyber security firm 

By Brid-Aine Parnell, 7th September 2011 14:17 GMT 

 

The global cost of cybercrime is greater than the 

combined effect on the global economy of trafficking in 

marijuana, heroin and cocaine, which is estimated at 

$388bn, a new headline-grabbing study reported. 

 

• US Annual Losses at $114B 
• One million victims of cybercrime every day 



Cyber Crime “World’s Most Dangerous 
Criminal Threat” 
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http://www.theage.com.au/technology/security/cyber-crime-is-worlds-most-dangerous-criminal-threat-
20100920-15iej.html 



The World of Cybercrime 

Eleven Security Steps for the Organization 

Securing the Village 

Outline 11 



The World of Cybercrime 12 
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The Switch and Bait: One of Many CyberScams 

 Switch 
 Cybercriminal hacks into 

poorly protected web site 
 Installs malware (malicious 

software) on the web site 

 Bait 
 Sends phishing emails to 

induce people to visit web 
site 

 Web site installs malware 
on PCs and Macs of site 
visitors 

 

 

 Cybercriminal Controls PC 
 Turns PC into Botnet 

Zombie 
 Steals sensitive 

information: credit card 
numbers, bank login 
credentials, etc. 

 Monetizes  

 Business Owner 
 Loses Money 
 Loses Customers 
 Loses Intellectual Property 
 Loses Reputation 
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The Pure Bait: The Simplest of CyberScams 

 Bait 
 Cyber Criminal sends 

phishing emails to induce 
people to open an 
attached file 

 The attached file is booby-
trapped to install malware 
on PCs and Macs of those 
who open it 

 

 

 Cybercriminal Controls PC 
 Turns PC into Botnet 

Zombie 
 Steals sensitive 

information: credit card 
numbers, bank login 
credentials, etc. 

 Monetizes  

 Business Owner 
 Loses Money 
 Loses Customers 
 Loses Intellectual Property 
 Loses Reputation 
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Cyber Criminal Gets Past Firewall, Unobserved 
by AntiVirus Protection 
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http://krebsonsecurity.com/2012/06/a-closer-look-recent-email-based-malware-attacks/ 



Cyber Criminal Exploits Flaws in Software on 
Our PCs and Macs 

18 
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Cyber Criminal Exploits Software Flaws on 
Poorly-Built Web Sites 
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Cyber Criminal Exploits Gullibility Flaw in 
Humans 

20 
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Our Computer Systems Are Under Attack 
21 
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Our Defenses Are Inadequate 
22 
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The Cyber Criminals are Winning 
23 

Opportunities 
to Make 

Money and 
Cause Harm 

Cost of Entry Likelihood of 
Being Caught 
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The Challenge Will Only Increase 
The Red Queen Effect 

24 
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It takes all the running you 
can do, to keep in the same 
place. 
 
If you want to get 
somewhere else, you must 
run at least twice as fast as 
that. 
 
Red Queen to Alice 
Alice in Wonderland 



Ten Basic Security Steps for the Home and 
SOHO 
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Keep Computers Patched and Updated 
26 
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Set Computers to Have “Limited” Authority 

27 

Windows is Designed to Block Standard Accounts From Installing 
Programs and Making Security-Relevant Changes 
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Install a Full-Featured Anti-Malware Product 
and Keep it Updated 

28 
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Use Strong Passwords as a Basic Line of 
Defense 

 Corporate, Banking, 
eCommerce 
 Long passphrase: 12+ 

 Lovemyjob$$$3 

 Different on Different Sites 

 Registration Passwords 
 qwertyu7 

 Use Secure Password 
Manager  
 Carefully … 20+ Passphrase 

 Roboform 

 Keepass 
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Encrypt Laptops 
30 
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Be Very Cautious with Mobile Devices 
31 
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Be Very Cautious on Social Media Networks 
and the Cloud 

32 
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Avoid P2P File Sharing Networks 

 Used to illegally share 
movies and music 

 Opens a dangerous 
hole on your 
computer 
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Use WiFi Safely 

 Home 
 Hide SSID 

 WPA2 Encryption 
 Long Passphrase 

 Turn Off WPS (Wi-Fi 
Protected Setup) 

 On the Road 
 Avoid Free WiFi 

 Don’t Automatically 
Connect 

 “Forget” When Done 
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DNSChanger: Make Sure You’ll Still Be Able to 
Access Internet in July 

35 

DNSChanger Test: http://www.dns-ok.us 
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Ten Security Steps for Larger Organization 36 



Proactively Manage Information Risk 
37 

Information Security 
Management 
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Meet Information Security Laws, Regulations, 
Contracts & Appropriate Practices 

 US Federal Law 
 Gramm-Leach-Bliley  

 HIPAA HITECH 

 FTC Rule 

 US State Laws  
 CA Breach Disclosure 

 Other Breach Disclosure 

 CA Civil Code 1798.81.5  

 MasterCard and Visa Data 
Security Standard (PCI) 

 European & Other Laws 

 ISO standards 
 ISO 27001 

 ISO 27002 

 Government Standards, 
Guides & Advisories 
 NIST 

 NSA  

 US-CERT 

 Practitioner Standards 
 ISSA 

 ISACA 

 (ISC)2 

 SANS Institute 

38 
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Manage CIA: The 3 Components of Information 
Risk 
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Confidentiality 
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Implement Basic Management Controls 

 Put Someone in Charge 

 Authority 

 Responsibility 

 Accountability 

 Implement Policies & 
Standards 

 Consistent with need to 
protect 

 Classify and Control 
Information 

 Implement Technical 
Security Controls 

 Standardize desktops 

 Use Active Directory and 
Network Segmentation 
to limit and control 
access to information 

 Prohibit P2P 

 …  

40 
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Implement a Layered Approach to Achieve 
Defense in Depth 

41 

Operating Assumption: Cyber criminals will get through any particular defense 

The Citadel. Halifax, Nova Scotia. 
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Protect Integrity of On-Line Banking 

 Positive Pay 
 Transaction and daily 

thresholds 
 Stand-Alone 

Workstation for On-Line 
Banking 

 Out-Of-Band 
Confirmation 

 Daily Out-of-Band 
Reconciliation 

 Consider Cyber-Crime 
Insurance 
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The Cloud: Yes … But Look Before You Leap 

 Understand Cloud Services 
 Salesforce 

 Authorize.net 

 Dropbox 

 iCloud, Google, Amazon S3 

 Google Docs 

 Gmail, Office 365 

 Private clouds 

 Security - Legal - Insurance 
 Security & privacy 

responsibility 

 Information availability 

 Legal compliance 

 Insurability 
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Be Prepared: Not a Matter of If, But When 

 Incident Response 
 Information Continuity 
 Issues 

 Back to Work 
 Evidence Preservation 
 Crisis Management 

 Be Prepared 
 Management plans 
 Information 
 Network logs 
 Tests 
 Training 

44 

In preparing for battle I have always 
found that plans are useless, but 

planning is indispensable. 
 

Dwight D. Eisenhower 
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Train. Train. Train.  

 Management 
 Laws, regulations, etc 

 Management principles 

 Staff 
 In the office 

 At home 

 On the road 

 IT Staff / Vendors 
 Secure configuration 

 Secure IT management 
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Conduct Independent Review 
46 

What don’t I 
know that I 
don’t know I 
don’t know? 
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Be a Cyber Security Leader in Your 
Organization 

48 

In today's world, everyone is at risk from cyber 
crime. And it will take us all to lower the risk to 
acceptable levels. Information Security no longer 
simply involves those working in the field as 
professionals. In today’s world everyone must 
participate in lowering the risk. Every IT manager, 
IT vendor, CIO, CTO, CFO, COO, CSO and CEO; 
every member of every Board of Directors; every 
employee whether in IT, purchasing, audit, sales, 
or HR must be a part of the Information Security 
solution. Every computer user has a role to play in 
lowering the community’s information risk.  
 
Creating the Information Security Village, Lam, Stahl, Pease & 
Takamine, ISSA Journal, July 2007 
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 Technical Outreach 
 Monthly Technical Meetings 

 CISO Forum 

 Professional Collaboration 

 Educational Collaboration 

 Non-Technical Outreach 
 Keynotes & Presentations 

 CFO Forum 

 Online Bank Fraud 

 Annual 1-Day Summit 
 Business Leaders 

 Technology Leaders 

49 

Communication 
Collaboration 

Communication 
 

www.issa-la.org 
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Help Our Nonprofits 
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The Final Words 51 



Problems cannot be 
solved by the same 
level of thinking that 
created them 
 

Albert Einstein 

Information Risk = Threats ∗  
Vulnerabilities

Countermeasures
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Protect your neighbor's information 
as you would want your neighbor to 

protect yours. 
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For More Information 
54 

President@issa-la.org or Stan@citadel-information.com 
Phone: 323-428-0441 
Twitter: @StanStahl 
LinkedIn: Stan Stahl 
 
ISSA-LA: www.issa-la.org  
LinkedIn Group Technical: ISSA Los Angeles Chapter Networking 
LinkedIn Group Community / Our Village: Friends of ISSA-LA 
Facebook: Friends of ISSA-LA 
 
Subscribe to Citadel blogs: www.citadel-information.com 
Cyber Security News of the Week 
Weekly Patch and Vulnerability Report 
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